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Abstract

With the increasing network based communication, the security and privacy are in concern
from a long time. Even the network assaults related to ransom ware are prevalent to get the
extortion money from system administrators. In addition, the novel algorithm based zero
attacks are in process very frequently by the cyber terrorists. With all such information, it is
desirable to integrate the unique mechanisms to guard against the web portals against such
attacks. One of the very powerful attacks is Distributed Denial of Service Attack (DDoS)
which becomes more dangerous when associated with HTTP Unbearable Load King (HULK)
as this attack choke down the network bandwidth and communication channels using
malicious attempts of network access with the execution of specialized scripts. This research
manuscript underlines the assorted dimensions of HULK attacks with the penetration level
along with the tools and approaches which can be used to protect the network environment

against such attacks.
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Introduction:-

Now days, the network environments are struggling to cope up with the zero day strangle and
denial of service attacks [1] which becomes very effective for cyber criminals to integrate the
extortion of money using Ransom ware [2]. As per the recent reports of CNN, more than 99
countries hit by such attacks in recent year 2017. More than 75,000 network assaults
damaged the network environment in these countries which lead to the huge decay of money

and time of corporate and government infrastructures [3].

There are number of assaults which are traditionally injected in the network based

environment. Following is the broad taxonomy of network based attacks

Passive Attack:- The passive attacks include the monitoring of network resources and
communication channels as a hidden spy so that all the activities can be monitored. Such
attacks are more hazardous as the victim systems do not know about the existence of any
attack. The network port sniffing, copying of passwords, route tracing, traffic evaluation and
related implementations are done in the passive attacks and the attacked environment is
generally not aware with any malicious attempt. HULK attacks are covered under this
category because the network choke down is very difficult to evaluate regarding the actual

source of attack [4].

Passive Attack

Sniffing of Data
Transmission

Traffic Analysis Port Scanning Eavesdropping

Figure 1: Passive Attacks in Network Environment
Active Attack: The active attacks are used to damage the network environment with actual

modification in the communication channels. The deletion or changing of passwords is
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implemented in this attack. In addition, the content modification or any other change falls

under this category [5].
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Figure 2: Active Attacks in Network Environment

HTTP Unbearable Load King (HULK) Attacks:-

HTTP Unbearable Load King (HULK) [6] attacks are used to transmit the virtual traffic to
the web server so that the actual or genuine users cannot access the services of that web
portal. In MySQL database engine, the maximum limit to create the connections is 151.
Previously this limit was 100 concurrent connections. It means that the database server will
not respond to Apache Web Server if this limit is crossed. Now, using HULK attack, the
virtual connections with more than 151 concurrent users (which physically do not exist) can
be created using Python, Java, PHP or any other script [7]. By execution of such HULK
Scripts, the limit of database engine will be over and the web server will not work as per
required operations. Many times, such HULK attacks are injected in the web servers to push
back the actual users from using the web services. In PostgreSQL, if limit is set to 1000, this

limit can be acquired with the virtual users using such scripts.
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Figure 3: Execution Scenario of HULK Attack

Following is the type of output which is presented by the Web Server because of number of

requests made by the HULK Attack.

Service Temporarily Unavailable

The server is temporarily unable to service your request due to maintenance downtime or capacity problems. Please try
again later.

Figure 4: Error Message Presented by Web Server
Free and Open Source Software (FOSS) for HULK Attacks

DDoS Deflate:-

DDoS Deflate is a powerful with analytics based shell script that can be used to evaluate the
occurrences of DDoS attack and HULK Attacks in the Web Server environment. The base
command of netstat is used to identify the malicious or suspicious traffic with the recognition

of IP addresses attempting to create the fake connections with the web servers [8].
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<systemdirectory>$ netstat -ntu | awk ‘{print 85} | cut -d: -f1 | sort | uniq -c | sort —n

Features of DDoS Deflate includes

e [P Address Identification and Blocking

e Blacklisting and Whitelisting of Sources

e Prior Notification and Alert Mechanisms

e Setting up rules with the [PTables and Policies of System Security

e Configuration Management with ease

e Alerts on E-mail

e Pushing back of fake connections using tcpkill
<systemdirectory>$ cd /usr/local/src/
<systemdirectory>$ wget http://www.inetbase.com/scripts/ddos/install.sh
<systemdirectory>8 chmod 0700 install.sh

<systemdirectory>3$ ./install.sh

Terminal 1 m Dy ) 8:11AM IF

@ ® @ kumargaurav@kumargaurav-VirtualBox: fusrflocal/src

Installing DOS-Deflate 0.6

' Downloading source files

Creating cron to run script every minute (Default setting).
....done

Installation has completed.
Config file is at fusr/local/ddos/ddos.conf
Please send in your comments and/or suggestions to zaf@vsnl.com

kumargaurav@kumargaurav-VirtualBox: fusr/local/src$ I

Figure 5: DDoS Deflate Working Environment
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ddos.conf (fusrflocal/ddos) - gedit LI ] m ) «)) 8:20AM %

| | ddos.conf x

e v st e s

below.
NO_OF_COMNECTIONS=150
#H##He APF_BAN=1 (Make sure your APF version is atleast 0.96)

#uuut APF_BAN=0 (Uses iptables for banning ips instead of APF)
APF_BAN=1

#HHH KILL=0 (Bad IPs are'nt banned, good for interactive
execution of script)

#t KILL=1 (Recommended setting)

KILL=1

##### An email is sent to the following address when an IP 1is
banned.

#### Blank would suppress sending of mails

EMAIL_TO="root"

PP D 0 @

#i# Mumber of seconds the banned ip should remain in
blacklist.
BAN_PERIOD=600

Y

[

Matlab -~ Tabwidth:8 - Ln1, Col1 INS

Figure 6: Configuration File of DDoS Deflate

Editing in the Configuration File
<systemdirectory>$ vi /usr/local/ddos/ddos.conf
or

<systemdirectory>3$ gedit /usr/local/ddos/ddos.conf

Starting DDoS Deflate Engine
<systemdirectory>$ /usr/local/ddos/ddos.sh —c

Removal of Deflate Engine

<systemdirectory>$ wget http.//www.inetbase.com/scripts/ddos/uninstall.ddos
<systemdirectory>$ chmod 0700 uninstall.ddos
<systemdirectory>$ ./uninstall.ddos
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View Help Screen and All Options in DDoS
<systemdirectory>3$ ddos —help

To View the Whitelisted IP addresses
<systemdirectory> § ddos -I | —ignore-list

To Evaluate the Blacklisted or Banned IP addresses.
<systemdirectory> § ddos -b | —bans-list

Initialize Daemon Process for monitoring of connections

<systemdirectory> 8 ddos -d | —start:

Stopping the Daemon Process

<systemdirectory>$ ddos -s | —stop

View Current Status of Daemon and PID Running

<systemdirectory>$ ddos -t | —status

Show Active Connections with Server

<systemdirectory>$ ddos -v | —view

Ban or Blacklist all IP addresses with more than n Connections

<systemdirectory>$ ddos -k | —kill:

Fail2Ban:-
Fail2Ban is used to recognize the malicious sources of HULK traffic with the predictive
analytics and avoidance mechanisms. The scanning of log files and identification of

suspicious traffic is done in this tool with the push back of unauthenticated attempts [9].
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Key Features of Fail2Ban
e Deep Evaluation and Parsing of Log Report
e Evaluation of IP with their time zone
e Client-Server Architecture
e Powerful services sshd, vsftpd, apache etc. for effectual evaluation
e Configuration and Administration with ease
o Compatibility
e Blacklisting and Whitelisting of IP addresses
e Push back of Brute Force Attacks
e Support for Powerful Python Programming
e Zone based IP blocking

Installation and Working with Fail2Ban

<systemdirectory>$ sudo apt-get install fail2ban

Fail2Ban service maintains a configuration file in the directory /etc/fail2ban. In this directory,
the default configuration file is jail.conf.

After installation, the default configuration file is copied to working configuration file.

<systemdirectory>$ sudo cp /etc/fail2ban/jail.conf /etc/fail2ban/jail local

Configuration Settings at the end of Config File

[http-get-dos] # Rule to be Set

enabled = true # Status

port = http,https # 80,443 (Ports)

filter = http-get-dos # Filter Names

logpath = /var/log/www/vhost.d/mysite.com/site-access_log # Path of Log
maxretry =5 # Retries Max. Limit

findtime = 10 # 5 retries in 10 seconds from 1 IP Ban or Blacklist
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Proposed Novel Mechanism for Avoidance of HULK

Flow of Work:-
Activation of Web Server
Traffic Real Time Log Files
@ Identification of Attempts and
Services Required
Recognition of [P Address, Evaluation of IP in terms
Time Zone and Previous of historical records and
Attemots attemnts
Analytics using Training of Data
Artificial Neural with Model for
Netwark Predi _nh' one
l Positive l
~ Negative Comparison with
Analysis of Accuracy omparison w
and False Rates — Node Type the benchmark
False Bit datasets
ANN based l $
Predictive Evaluation of
Classification Blacklisting of IPs identified
based on ANN suspicious IP
Analysis of the Classification
Accuracy and
Security

Figure 7: Flow of Proposed Mechanism for HULK Identification
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Figure 7 depicts the proposed novel mechanism to guard the network against HULK attacks
using Artificial Neural Networks. The benchmark dataset of malware or suspicious IP
addresses can be modeled and trained on ANN based integration and then the currently
flowing IPs can be evaluated with the dataset model. The accuracy rate of projected traffic
can be further evaluated using machine learning and data mining approaches so that the

effectual results can be obtained with higher degree of accuracy and integrity.
Conclusion:-

HULK attacks are widely used in number of web server based implementations so push back
the actual users of the web service. Using free and open source tools, the HULK attack can be
avoided but machine learning and soft computing based approaches can provide the higher

degree of accuracy and optimization level.
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