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Abstract 

As technology grows, it affect our daily lives becomes more penetrating. Our private information may be violated when 
communications media are used, to achieve information security this paper was based on a new technique of 
steganography using cryptography, color model and genetic algorithm. First, the secret text was encrypted with the 
advanced encryption standard (AES) algorithm. Second, the hiding was applied in two stages. First, the cover-image was 
converted in to the hue saturation intensity (HSI) color model and select one of the models, then divide it into a group 
of blocks and hiding the text in them by using least significant bit (LSB) method on specified bytes randomly, then using 
the genetic algorithm that calculates peak signal-to-noise-ratio (PSNR) for all blocks after the hiding process and thus 
obtain the best value for PSNR for the optimal block. Second, includes the final hiding of all blocks based on the results 
of the first stage of the best random distribution of bytes according to the results of the genetic algorithm. 

The PSNR and mean square error (MSE) measures were adopted to prove the accuracy and efficiency of the results. 
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1. Introduction

In the modern world, advances in digital communication have a major role to in our daily lives. Information security has 
a key role in securing information. Even if there are very robust and secure methodologies, they are still moving towards 
making these techniques safer and stronger in terms of performance measures. There is no doubt that data security is 
the spirit of data communication. In general, information security systems are divided into two main categories, one is 
encryption and the other is information hiding [1]. Both are responsible for securing information, but their techniques 
vary. Different researchers developed cryptography and steganography [2]. 

Steganography has many ways to embed the secret information by inserting it into another object. This way other 
people will ignore the fact that the object has hidden information [3]. 

The final goal of steganography and cryptography is the same, but their approaches are variant. Steganography does 
not change the form of data or message and retains the presence of its actual data, while in cryptography to keep the 
security of data is converted to an unreadable format. The weakness of encryption methods lies in the existence of the 
original data, even if the original data is encrypted. Information-hiding techniques are therefore additional security for 
encryption technologies. Combining them, it gives an additional level of security for the message through the data 
communication. 
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Not only does the latest steganography techniques hide confidential information in images, but it also hide data in text 
[4, 5], codes [6], audio [7, 8], video [9] and DNA [10]. It also includes hiding information in different formats such as 
Hyper Text Mark-up Language (HTML) [1]. 

Information can be hidden in two ways. One is spatial domain steganography and the other is frequency domain 
steganography [11]. In spatial domain steganography the hidden information is embedded directly in the image pixels, 
for example, least significant bit based techniques [12]. In frequency domain steganography the image pixels are first 
converted to a frequency domain using a discrete fourier transformation [13] /discrete cosine transformation [14] 
/discrete wavelet transformation [12]. The information is then embedded in it. The genetic algorithm has been included 
along with steganography in the research work to add another level of security for more reliable application.  

The organization of the paper is as follows: Section 2 includes AES. Section 3 comprises genetic algorithm. Section 4 
presents the proposed technique (hiding and extracting). Results and discussion are shown in Section 5, and finally, 
Section 6 presents the conclusions.  

2. AES 

AES is based on Rijndael which has a fixed block size of 128 bits, and a key size of 128, 192, or 256 bits. The key size will 
specify the number of recursion of transition rounds. 

The advantages of AES are lot. AES is unsusceptible to any attack but Brute Force attack. However, Brute Force attack 
is a difficult task even for a super computer. This is because the ciphering key size used by AES is of the order 128, 192 
or 256 bits which outcomes in billions of alternations and combinations. High speed and low RAM needs were criteria 
of the AES chosen process. Thus, AES executes well on a large variety of hardware; from 8-bit smart cards to high 
execution computers. AES is also much faster than the classical algorithms; therefore, AES is adopted in our work.  

3. General principle of the Genetic Algorithm 

Genetic algorithm (GA) is a technique for optimization and search, which is based on the Darwinian principles of survival 
and reproduction [15]. 

The GA processes populations of chromosomes (individuals), which replace one population with another successively. 
The chromosome in the GA is often held in binary encoding. Each chromosome represents a candidate solution in the 
searching space. The GA usually needs a fitness function to assign a score (fitness) to each chromosome in current 
population [16].  

The GA starts with initializing a population of individuals by guess. The individuals evolve through iterations, called 
generations. In each generation, each individual is evaluated against the fitness function. Genetic operators are used for 
individuals in the population to generate a next generation of individuals. The process is continued until some form of 
criterion is met (e.g., a given fitness is met) [16]. 

The simplest form of genetic algorithm uses three kinds of operators to control chromatography, they are as follows:  

 Selection: In the population select chromosomes for reproduction. The fitter the chromosome is, most likely it 
has been chosen. That is, fitter individuals have greater than average chance of promoting the information they 
contain within the next generation [16].  

 Crossover: Choose pairs of individuals promoted by the selection operator, randomly choose a single point 
within the binary strings and swap all the information to the right of this point between the two individuals 
[16]. 

 Mutation: is used to randomly change (flip) the value of single bits within individual strings [16]. It can be 
performed in a way that randomly select one individual from the population then change some of its bits 
arbitrarily.  

4. The proposed technique 

The proposed technique is a new text in image steganography that gathered three effective methods, which are HSI 
color model, LSB and GA to obtain a best image quality and security.  
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4.1. Hiding algorithm 

In this algorithm, the encrypted secret text was hidden in the cover image using the LSB method after identifying the 
hiding map for the optimal block (stego-key) specified by GA. The interface of the Matlab genetic algorithm was used to 
perform the work of the genetic algorithm after selecting the selection process type is stochastic uniform selection, 
crossover type is scattered crossover, Mutation type is adaptive feasible, the following are the steps of the hiding 
algorithm 

 Read the cover-image. 
 Read the secret text. 
 Convert the secret text in to ASCII code and then in to binary code. 
 Compute the length of the binary secret text. 
 Encrypt the secret text using AES algorithm. 
 Decompose the cover-image in to the HSI color model. 
 Select one of color model. 
 Divide color model in to 4 blocks. 
 Divide each block in to other 4 blocks. 
 Generate random numbers to specify bytes hiding. 
 Hide the encrypted secret text in the randomly assigned bytes in step 8 within the blocks in the color model 

using the least significant bit method. 
 Determine the parameters used in the genetic algorithm as follow: 
o An initial population of chromosomes (individuals), where the creation of the initial generation is a starting 

point in solving the problem, and the process of building the initial generation was done randomly, the number 

of generation chromosomes in this problem has been selected as the number of blocks, and the length of the 

chromosome is equal to the length of the binary secret text. 

o Composing resulted color model with the rest of color model to get the stego-image. 

o The fitness function of the genetic algorithm using the equation PSNR [17]: 

𝑀𝑆𝐸 =
∑ [𝐼1(𝑚, 𝑛) − 𝐼2(𝑚, 𝑛)]2

𝑀,𝑁

𝑀 ∗ 𝑁
 … … (1) 

𝑃𝑆𝑁𝑅 = 10 log10

𝐿2

𝑀𝑆𝐸
   … … . . (2) 

Where M, N are the total number of pixels in the image and L is the maximum dynamic range. 

o Selection process type is stochastic uniform selection. 

o Crossover type is scattered crossover. 

o Mutation type is adaptive feasible. 

o Modify the initial population and generate a new population by repeating the steps (b-f) until the stop 

condition become true (the maximum number of generations that are generated to reach the optimal 

solution). 

 Adopting the result of the genetic algorithm represented by the highest value (PSNR) for the optimal block and 
according to random distribution of the bytes specified in it (stego-key), all blocks except the last block will be 
used in hiding process. 

 Hide the length of the binary secret text and the stego-key in the last block using LSB, since the length of the 
secret text will be hidden in the first bit of each byte, the stego-key will be hidden in the second bit of each byte. 

 View the stego-image. 

4.2. Extracting algorithm 

The extracting algorithm will be implemented as follows: 

 Read the stego-image. 
 Decompose the stego-image in to the HSI color model. 
 Select the same color model (as in hiding algorithm). 
 Divide color model in to 4 blocks. 
 Divide each block in to other 4 blocks. 
 Extract the length of the secret text from the last block. 
 Extract the stego-key (Sequence of random bytes) from the last block. 
 Extract the encrypted secret text from the image blocks depending on the stego-key. 



Global Journal of Engineering and Technology Advances, 2023, 16(02), 135–139 

138 

 Decrypt the extracted secret text using AES algorithm. 
 View the extracted secret text. 

5. Results and Discussion 

Two color cover-images are used. Fig (1) shows the images used in the experiments. The evaluation parameter PSNR is 
used to verify the image quality between cover-image and stego-image in experiments that varied depending on the 
variation of many factors effects the performance of the proposed technique such as the size of the cover-image and the 
length of the secret text. The stego-images are shown in fig (2) as a result of the proposed technique. 

  

Figure (1) a) Peppers cover-image Figure (1) b) Baboon cover-image 

  

Figure (2) a) Peppers stego-image Figure (2) b) Baboon stego-image 

 
Table (1) shows the result of the proposed technique for the images above: 

Table 1 PSNR values of the results 

Image name Peppers Baboon 

Image size 256 x 256 256 x 256 

Message (no. of char.) 50 150 

Highest PSNR of stego-image 82.8769 79.6312 

No. of the optimal block 12 14 

6. Conclusion 

 The results proved the strength and efficiency of the proposed technique. 
 It was found that encryption of the secret text using the AES algorithm results in increased robustness of the 

proposed technique. 
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 It turned out that decomposing the image into the HSI color model would increase the confidentiality of the 
proposed technique. 

 It has been shown that the use of the technique of dividing the image into blocks increases the security level of 
the proposed technique and the difficulty of detecting hidden information. 

 The optimal value of PSNR was obtained by using the genetic algorithm. 
 The use of stochastic uniform selection in selection process and scattered crossover in crossover and adaptive 

feasible in mutation in genetic algorithm leads to the best results. 
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