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Abstract—Many techniques have been used in achieving
secure door systems, with the development of Internet of Things
(IoT) and technologies, Access control systems grow differentially
and rapidly. This paper proposes a novel reconfigurable
embedded system called multiple-privileges access E-Door
system (MPAES). Unlike existing E-Door systems, MPAES is
developed in such a way that enables the administrator to set
multiple access rules to the users. Moreover, a single e-door can
be configured to be accessed by a single person or multiple people
identification based on passive Radio Frequency Identification
(RFID) technology. In addition, unlike the physical keys, the
passive tags (keys) can be used to open or participate in opening
multiple e-doors. Furthermore, The administrator could control
and monitor the access events. In doing so, this paper gives the
hardware and software components selection; the architectural
design; and the concrete hardware prototyping and dynamic
software implementation of the proposed MPAES. Finally, this
paper gives the future direction in developing E-door systems.

Keywords— Access control; e-door; automatic lock; RFID;
Raspberry Pi; IoT

[.  INTRODUCTION

The Internet of Things (IoT) is about connecting the
unconnected. It allows for things to be accessible from the
Internet that historically have not been. With 50 billion
devices to be connected by 2020, the globe itself will be
“growing a nervous system” and have the ability to sense and
respond to ever-increasing amounts of data. The Internet of
Everything (IoE) is able to improve the quality of life for
people everywhere by taking advantage of these connected
things and the data produced. The IoE also incorporates new
processes that enable people to make better decisions and
offerings [1]. This transition requires digitizing the physical
world. In 2012, the number of connected devices on the
Internet exceeded the world population. This includes
traditional computing devices and mobile devices, as well as
new industrial and consumer devices that we think of as
“things™ [2]. Although this may seem like a lot of devices on
the Internet, it represents less than 1% of the objects that could
be connected [1,2].

Sensors are one way to collect data from non-computers.
They convert physical aspects of our environment into
electrical signals that can be processed by computers. Some
examples are soil moisture sensors, air temperature sensors,
radiation sensors, and motion sensors. Sensors of all types will
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play an important role in connecting what has traditionally
been unconnected in the IoE. On the other hand, actuators
reverse the role of sensors (i.e., take the commands from
computers and produce electrical signals convertible to
physical aspects). Sensors and actuators are connected to the
main device called the controller. Controllers may have the
ability to make immediate decisions or they may send data to a
more powerful computer for analysis [3]. This paper deals
with digitizing the door locks, keys, and prototyping a solution
as depicted in Fig 1.

L

12
(R
o [}

Fig. 1. Digitizing the physical locks and keys.

A popular type of sensor uses radio frequency
identification (RFID). RFID wuses radio frequency
electromagnetic fields to communicate information between
small coded tags (RFID tags) and an RFID reader [4]. Usually,
RFID tags are used to identify and track what they are
embedded into, such as a pet, an identification card. Because
the tags are small, they can be attached to virtually anything
including clothing identity card, and cash. Some RFID tags
carry no batteries called passive tags [5, 6]. The energy
required by the tag to transmit information is obtained from
the electromagnetic signals that are sent by the RFID tag
reader. The tag receives this signal and uses part of its energy
to power the response. Because of their flexibility and low
power requirements, RFID tags are a great way to connect a
non-computer device to a network by providing information to
an RFID reader device [4, 5, 6]. Typically, the RFID reader is
connected to a host that contains a database as shown in Fig.
2. Fortunately, there are many actuators based e-doors
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available for developing and commercialized use. The main
goal of constructing an automated door lock is the security
feature. Security is growing need throughout the world and
lack of security can result in a great damage. Many solutions
are available for access control depending on the technologies
available and the level of restriction [7].

RFID Components

- RFIDReader \\\ /\‘\ / i\ (\\(\ A
| M)
' // \/’j \/ 1 \l/

Readsr Antenna

Host Computer

Fig. 2. The parts of passive RFID System and data communication [4].

There are some situations (e.g., examination committee,
safe, etc) require multiple privilege access. For instance, a
single e-door requires two persons to present their identities to
open the lock. In addition, the same key could be used to open
(or participate in the opening) more than on door. This paper
proposes a multiple-privileges access E-Door system
(MPAES). The reminder of this paper is organized as follows.
Section II highlights related works. Section III gives the
architectural design of the MPAES. Section IV gives a
clarifying example. Section V gives the selection of hardware
and software components of the MPAES and the reasons for
choosing these components and the hardware prototyping.
Section VI gives the dynamic software implementation of the
MPAES. Finally, conclusion and recommendation for future
work are stated in Section VIIL.

II. RELATED WORKS

In order to justify the desired features in practice, the
following subsections contain a brief description and features
of these systems.

Verma and Tripathi (2010) proposed a security system
containing door locking system using RFID, authenticate, and
validate the user and unlock the door in real time for secure
access, with a central controller manages transaction and
operation task. When the user put his tag in contact with a
reader the door the door open quickly. The system also makes
a log containing check-in and check-out for each user with
basic information of that user [8].

Mahdi (2013) proposed a PC-based access control system,
using LEDs, electronic circuit, magnetic lock, relays, sensors
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and some mechanical system to build the hardware parts
which is connected and controlled by the PC via PC parallel
port; the operation relies on a time schedule, so that the door
opened and closed according to the specified day and time [7].

Ogri et al. (2013) proposed a prototype security door that
uses a GSM phone set dual tone multi-frequency (DTMF)
connected to the door motor interfaced with microcontroller
unit via DTMF decoder and remotely controlled by a GSM
phone set acting as the transmitter [9].

Mishra et al. (2014) proposed control door system that
opens the door according to the entered combination via a
keypad which is controlled by a microcontroller, the
microcontroller manages and control the system by signaling
the motor to open door [10].

Ha (2015) proposed a digital door lock system based on
the Internet of Things (IoT), digital door lock detects the
physical impact of an invalid visitor. Controlled by Arduino,
the system checks the image of the visitor if it is valid, open
the door, otherwise notifies the user’s mobile device. If an
incorrect pass-code is repeated more than a certain number of
times, the lock captures an image of the invalid user and
transfers it to the mobile device [11].

Summing up, most of the researchers are focused on a
single-tag e-doors. A little bit attention is given to buildings
that have multiple authorization rules to access the e-doors.
Fixing and building from earlier works, this paper proposed
MPAES, which be discussed in the following sections.

III. THE ARCHITECTURAL DESIGN OF MPAES

The MPAES consist of three modules: A Computing,
Storage, and Control Unit (CSCU), A Passive RFID Reader
Unit (PRRU), and A Door Lock and Alarm Unit (DLAU).
The PRRU and DLAU are connected to the CSCU as depicted
in Fig. 3. There are two actors in the MPAES: the
administrator(s) and user(s). The MPAES works as follows.

CSCu
* Computing
* Storage
* Control

/N

* Passive RFID Reader

DLAU

* Door Lock and Alarm

Fig. 3. The MPAES block diagram.

The administrator is responsible for setting the privilege
rules for the authorized keys (i.e., passive RFID tags) to open
the lock, and storing these rules into a database. In addition,
when the authorization rules require more than one tag to be
presented to open the lock the administrator set the time
period for authorization. The keys stored in the database are
considered legal, otherwise, they are illegal. Also, the
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administrator is responsible for setting up the time period for
opening the lock.

The users present their tags to PRRU. Next, the PRRU
sends the identification (i.e, tag-id or key) to the CSCU. The
CSCU filters the repetitive tags during the authorization
period. In addition, the CSCU checks whether/or not one of
the authorization rules is satisfied. If an authorization rule is
satisfied during the authorization period the CSCU signals the
DLAU to open the lock for a pre-defined period; next, the lock
will be closed automatically. If an opening attempt occurred
without a tag reading or with a reading of an unauthorized tag
read identified by the PRRU, the CSCU signals the DLAU
such that the alarm circuit to raise the alarm so that a break in
is notified.

IV. ILLUSTRATIVE EXAMPLE

In order to clarify the operation of the proposed
MPAES, let’s consider the following example. The
administrator makes the setting of three doors as tabulated in
Table L.

According to Table I, Door 1 will be opened for six
seconds whenever K1 holder presents his/her tag or (K2 and
K3) or (K2 and K4) (regardless the order) are presented during
three seconds. Similarly, Door 2 will be opened for three
seconds whenever K1 or K2 is presented. Door 3 will be
opened for five seconds if K1, K2, and K3 are presented
during four seconds. In addition, all doors are locked and
MPAES go to alarm state whenever an attempt to open the
door without tags or when reading unauthorized tags. Notice
that K1 can open door_1, door 2 and participates in opening
door_3. Similarly, K2 participates in the rules to open door_1,
can open door 2 and participates in opening door 3. From
these scenarios, the key has multiple privileges access and can
be used to access multiple looks according to the administrator
setting.

The period of authorization is important and acts as a
watchdog timer. In order for opening a lock for multiple users,
it is required to identify the tags within a period of time to
prevent undesired function. For instance, consider door 1 in
Table I; K2 is tagged, after 1 hours K3 is tagged, without the
watch-dog timer the door 1 will be opened. With the aid of
watch-dog timer when K3 is tagged, K2 is required to be
tagged within three seconds. Finally, the last column in Table
I represents the time period to keep the door open, after that
time the CSCU signals the DLAU to close the door.

TABLE L. THE ADMINISTRATIVE SETTING FOR E-DOORS
Door _id Authorization Period of Time
(Reader-id) Rules Authorization period for

(ms) keeping the
lock open
(ms)
1 {K1}, {K2,K3}, 3000 6000
{K2,K4}
2 {K1}, {K2} - 3000
3 {Kl, K2, K3} 4000 5000
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V. MPAES COMPONENTS AND INTERFACING

Before going to the implementation details, it is necessary
to plan the design and selection of modules to be involved in
the development. As secure door system runs the software
over the hardware components, MPAES consists of hardware
and software prerequisites can be stated as follows.

A. Hardware Components

Raspberry Pi 3.

GPIO interface sockets.

Automatic door-lock and its interface circuit.

A micro switch is a simple sensor to sense whether
the door is opened or closed.

. Passive RFID reader and tags.

B. Software Components

e  Ragpbian Linux operating system for the Raspberry

Pi 3[12].

e Netbeans IDE 8.1 and Java Development Kit (JDK) 8

enterprise edition for coding.

e  Derby database.

The relational behind selection for these components is
described as follows. The benefits of using Raspberry Pi and
GPIO socket:

1. Expendability: the available ports in the raspberry pi
make it easy to add more hardware and features [13].
2.  Portability: raspberry pi has a small size and light
weight which makes its setup easy anywhere.
Inexpensive compared with other electronic cards.
4. Ease of use and maintain: java programming
performed regularly and easily [14].
5. Full computer quality (acts as mini PC) [13,15,16]
used as a server to control several doors.
6. Could be connected to another raspberry pi or PC to
make a network that controls entire building doors.
7. Raspberry Pi is shipped with free open source
Raspbian Linux operating system
8. Raspberry Pi 3 has quad core CPU [16]. As such, it
can run multiple threads and processes without
affecting the overall performance of the system (e.g.,
run the main application, the database, networking,
watch-dog and observable threads, etc).
Raspberry Pi 3 is shown in Fig. 4.

GPIO

(98]

Display connector

Power input USB connector

Camera
connector

Ethernet
connector

Fig. 4. Raspberry Pi 3 interface.
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Java programming language is chosen because of its cross-
platform functionality [5]. Moreover, Java is fully supported
by Raspberry Pi [15]. Furthermore, Derby database is a small
footprint database that suitable to be embedded into the
Rasperian operating system, Derby is also embedded within
JDK. It should be mentioned that these software components
are available free for development purposes.

There are many available solutions for the automatic
door lock, passive RFID reader, and tags. For automatic door
lock, we select a product called UHPPOTE [17]. UHPPOTE
provides fail secure( i.e., Locked when power is removed);
suitable for any door materials; made of stainless steel, and
has built-in voltage spike suppressor for safety. The
UHPPOTE is connected to the Raspberry Pi 3 interfaced via
the GPIO port. A simple alarm circuit consists of a buzzer and
red LED is also connected to the Raspberry Pi 3 interfaced via
the GPIO port. The RDM630 RFID reader module is selected
due to its low-power consumption; low-cost module and tags;
and maximum effective distance up to S0mm[18]. As such,
RDM630 can be applied in office/home security, personal
identification, and access control. Hence the PRRU consists of
the RDM630, RFID antenna, and Serial-USB converter
(PL2303HX), Fig. 5 shows interfacing of the passive RFID
reader with Raspberry Pi 3.

Fig.5. RDM630 interfacing circuit.

The challenge in interfacing the hardware circuit with the
Raspberry Pi 3 is auto lock circuit (i.e., for UHPPOTE
module) operates on 12-volts, while Raspberry Pi 3 can only
provide 3 and 5 volts. To compromise this situation, a relay
circuit added, so that the Raspberry Pi 3 turn on the relay
circuit, that operates the auto lock circuit which is supplied by
the 12-volts battery, as shown in Fig. 6. Notice from Fig. 6, a
LED is connected to the normally opened part of the relay
indicates that lock circuit is off or on. If the LED is on this
means that the lock circuit is open, therefore the lock circuit is
off. The lock circuit is connected to the normally opened part
of the relay, while the coil of the relay is connected to the
GPIO of the raspberry pi, hence, if the raspberry sends a
signal, the coil will switch the relay from normally closed to
normally opened, which closes the lock circuit. Putting all
together, Fig. 7 shows the detailed design of the proposed
MPAES. After the hardware components connected to the
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Raspberry Pi 3, the hardware implementation (prototyping)
can be achieved as shown in Fig. 8. It should be mentioned
also, that other selection (i.e., variant) of the above-mentioned
components could be made without the loss of generality.

Lock Circuit  #

GPIO pin 3

R1
GPIO pin 1 (5v) '—’Vuk'\/"v
1

SIZ& LED

GPIO pin 7 {
Raspberry Pi

GPIO pin 14 (GND)

GPIO pin 8

RLELAY T BATTERY

§’ =

Fig.6. The hardware circuit for interfacing UHPPOTE with GPIO.

Derby database
RDM630 interfacing

USB e
circuit

Raspberry Pi 3

GPIO

UHPPOTE interface

S Simple alarm circuit
circuit

Fig.7. The MPAES detailed design.

Auto lock

’

Raspberry Pi

&8 RFID tags

ol e

W RFID circuit

12vDC supply

Fig.8. The MPAES prototyping.
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VI. MPAES SOFTWARE

In IoE development, whenever possible, hardware logic is
replaced by software programs, because software is easy to
upgrade and software is not wear out. The MPAES software
consists of the administrative setting package and the working
package. These packages are implemented using Java
programming language.

A. Administrative Setting Package

The administrative setting package deals with the Derby
database and consists of five sub-packages, these sub-
packages are developed using Model-View-Control (MVC)
model. The view is a GUI class, the model is the object
representation of database entity, and finally, the control is
used to facilitates the interaction between the view and the
model. As such, the database consists of five tables. In
addition, each sub-package consists of three classes. These
sub-packages are described as follows:

e Person package: this package is an MVC classes to
enter/store/edit the personal information of the users
and their roles (users and/or administrator).

e Administrator package: this package is an MVC
classes to enter/store/edit the administrator user’s
name and password.

e User package: this package is an MVC classes to
assign the users their corresponding key (i.e., the
tag_id).

e Administrative Setting package: this package is an
MVC classes used to enter/store/edit the e-door-id,
USB port identifier, authorization rules, period of
authorization (PA), Time period for keeping the lock
open (TK), and the GPIO setting. The GPIO setting
consists of five columns; namely, VCC (V), GND
(G), OPEN (O), ALARM (A), MICROSWITCH (M),
The entry under these columns are the PINs used in
the GPIO interface. Table II shows an example of
typical entries. According to the business needs, the
PINs could be shared or separated. For instance, refer
to Table II, V and G are shared among the three e-
doors. In addition, A is shared between e-door 1 and
e-door 2. Finally, e door 3 has neither A nor M
interfaces.

e Event Monitoring package: this package is an MVC
classes used to store/retrieve events to/from the
database table. A typical entry includes the door id,
key(s) caused the event, the event (O, Invalid Tag,
Break-in), date, and time. In addition, the GUI
(view) contains some reporting query to take the
attendance/ departure of individuals, tracking and
tracing person functionality.

B. System Package

The System package contains the main class called System
and dynamic thread classes. The System class starts after the
administrator logged-in. Next, the System class reads the
entries from the Administrative-Setting-Table. After that, for
each entry, the System class creates an e-door working thread
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with parameters: e-door-id, USB_port identifier, authorization
rules, PA, TK, V, G, O, A, M, and the name of Event-
Monitoring-Table. The System runner can reset the system,
restart any working thread by GUI.

The e-door working thread starts with the e-door in the
initialization state. The initialization state involves sending
True to V Pin. False to G and A PINS (when A is not null).
When M is not null, the e-door working thread Reads M PIN
and checks its value. If the value is true (i.e., the door is
closed) the initialization checking is done and the e-door in
CLOSED state, otherwise, display a message indicates the
door is already opened (i.e., Break in) and send true to the A
PIN (i.e., Alarm Signal is True when the M-value is false) and
the e-door in ALARM state, and makes an entry to the Event-
Monitoring-Table. Next, the working thread enters in an
infinite loop (i.e., pooling). The loop starts with creating
observable M thread that caused the Event door open
whenever the door is opened and the e-door state is CLOSED;
whenever receiving this event, the e-door go to ALARM state
and makes an entry to the Event-Monitoring-Table. After that,
the working thread creates the Authorization Thread.

The Authorization Thread starts by continues reading of
passive RFID tags from the USB PORT. After reading the
first tag, the thread starts a watch-dog-timer thread for PA
value. The reading tags are stored in tags linked list. During
PA, the Authorization Thread checks the authorization rules.
If one the authorization rules 1is satisfied, the
Authorization_Thread sends Open Signal (i.e., O=True), and
enter in OPENING State and makes an entry to the Event-
Monitoring-Table, sleeps for TK, then sends Close Signal (i.e.,
O=False), clear the tags linked list, and return to the CLOSED
State in the pooling loop. If a tag is unauthorized the e-door
thread go to ALARM state (by sending A=True), makes an
entry to the Event-Monitoring-Table, and clear the tags linked
list. If the PA is elapsed, an entry will be made to the Event-
Monitoring-Table with null O column value to indicate
unsuccessful attempt, and clear the tags linked list.

It should be mentioned that the e-door could go to normal
state either by the System class by the administrator or by
legitimate users by presenting their tags. The reason behind
this is to prevent the denial of service attack when the system
reads an unauthorized tag.

VII. CONCLUSION AND FUTURE WORK

This paper proposed a novel embedded system called
multiple-privileges access E-Door system. The proposed
system can be reconfigured dynamically by the administrator
without any change the software code. Moreover, Unlike
existing E-Door systems, MPAES is developed in such a way
that enables the administrator to set multiple access rules to
the users. Unlike the physical keys, the passive RFID tags
(keys) can be used to open or participate in opening multiple
e-doors.

There are multiple avenues for future work. One avenue is
to connect the MPAES to cloud environment in the case of a
large-scale system for configuration and monitoring purposes.
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TABLE II. THE ADMINISTRATIVE SETTING DATABASE TABLE FOR E-DOORS
Door id USB_Port Authorization Rules PA (ms) TK (ms) \4 G () A M
1 0 {K1}, {K2,K3}, {K2,K4} 3000 6000 1 14 7 8 9
2 1 {K2,K3} 3000 6000 1 14 2 8 3
3 2 {K1,K4} 3000 5000 1 14 5 - -

Another avenue is to make a horizontal extension to the
functionality of the MPAES by adding other devices like a
camera or another biometric identification like face
recognition, take a snapshot in the case of an Alarm state.
Another avenue is to develop more complex authorization
rules (e.g., makes active time for the keys). Another direction
in the future work is to derive more secure rules ( e.g., put the
sequence of entering the keys into account). Finally, the IoE is
still developing, there are still unknown tasks to discover. For
this reason, more and more digitization of physical world is in
the forthcoming research stream.
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