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 Safety is one of the most important things that we are keen to provide all 

aspects of our lives. Keyless lock gate with fingerprint access has many 

advantages over traditional systems such as passwords. Therefore, fingerprint 

identification represents the main part, which require that system is cheap, 

practical, easy to use and allows fast and securely. This paper discusses the 

design and implementation with real time model of a practical lock gate 

system for the achievement of high security by using fingerprint purification 

to control the mechanism of opening doors in banks, warehouses, 

laboratories and places of interest. In this paper, the microcontroller 

technology in the Ardonio board was used with an optical sensor to take the 

fingerprint, convert it into digital data, and insert it into a definition window 

to unify all input data and store it for use when compared to the system 

experience. After obtaining the result of the comparison, the appropriate 

commands are prepared for operating the servo of the lock mechanism for 

the doors used. In the testing of the system, the results are very accurate. The 

system also has other advantages such as small size and low power required 

for operation and ease of use.  
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1. INTRODUCTION 

The design of security lockgate using the fingerprint technology was built using a microcontroller, 

which reads from fingerprint scanner as a process of verifying the fingerprint image to open a protected door 

[1-4]. Fingerprint identification is one of the most reliable ways to verify a person’s identity. A fingerprint is 

papillary patterns on the skin that are unique to each person, and unchanged throughout his live [5]. The 

fingers have a stream like the pattern of the ridges and valleys. Papillary edges on the finger, called rubbing 

edges, which help the hand to hold objects, increment grating and improve the material detecting of surface 

structure [6-9]. At present, the most popular method of biometric identification is fingerprint recognition. 

These systems are cheap, practical, wide use and have in future good development due to their adaptability 

[10].  

In this paper we have tried to implement lock gate system by using a fingerprint scaner interfaced 

with Arduino microcontroller [11-13]. Any fingerprint scanner has two functions: get an image of a 

fingerprint, called verification and check its pattern for matching with other patterns in the database, called 

identification [14]. When verify, the system compares the input fingerprint with the “enrolled” fingerprint of 

a specific user to determine if they belong to the same finger. During identification, the system compares the 
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fingerprint of the input fingerprint with the fingerprints of all registered users in the database to determine if 

the person is already known under a duplicate or under a false name [15-17]. 

A model of a fingerprint detection system is designed to work mainly on three principles: a stage of 

acquisition an image, stage of extraction and pattern matching. Stage imaging is the most important part; it 

involves obtaining an image using the fingerprint of the user interface [18-20]. 

User fingerprint system interface is a fingerprint scanner, through which images are acquired and 

stored in the database [21]. The extraction stage comprises extracting minutiae points in a fingerprint. This 

includes the removal of an important detail of fingerprints, and then sends it to store in the database [22]. The 

task of the matching stage, to compare and check pattern prints fingers the modes of operation of the system 

are mainly in two ways [23, 24]:  

a) Enrolment/Registration mode: at this stage, called enrolment, the system measures the biometric 

characteristics of the user. Based on this measurement, it generates a template that is stored with any 

other relevant user information in protected memory or a database. After the registration phase, the user 

becomes available in the system so that it can be correctly identified at the second stage of the 

recognition process, at the authentication stage. 

b) Authentication mode: at the authentication stage, the user's biometric characteristics are measured again 

and compared with the previously saved template. If they are similar enough, it is assumed that a 

previously registered is present. 

c) As a result of the biometric authentication process, the system accepts or rejects the user, thereby 

improving the reliability and security of application against phishing attacks [25-27]. 

 

 

2. DESIGN AND IMPLEMNTATION 

In this section, we describe the implementations of complete hardware/software proposed system. 

The hardware design combines the microcontroller/Arduino with the fingerprint module, LCD display, and 

interfaces. The software routines for system are implemented under the open-source Arduino software. 

 

2.1.  Main part system 

The components required to design the system are: Arduino Uno, Finger Print Module, Four Push 

Button, Two LEDs, Power Supply, Plastic Box, Servo Motor and 16x2 LCD. 

 

2.2.  The board of arduino  

The microcontroller used in this work is Arduino/Genuino Uno, it has a USB connection and power 

jack with quartz crystal (16MHz), six analog inputs and 14 digital inputs pins. The Arduino board equipped 

with internal RTC (Real Time Clock). A real-time clock is a clock keeps the current time and that can be 

used in order to program actions at a certain time. As the board is powered, the RTC is reset and starts from a 

standard date.  

 

2.3.  Fingerprint optical module 

The main part of the scanner as shown in Figure 1, is a CCD device consisting of light-sensitive 

diodes called photosites. These sensors produce an electrical signal as much as the response to photons of 

light. Usually the electrical signal is generated by a small piece known as pixels relative to the light that hit 

the spot. The working mechanism of the scanner is to create an analog-to-digital axis by processing the 

analog electrical signal to create a digital representation of the image. Fingerprinting by placing the finger in 

a specific location on the glass plate. The CCD camera then takes a picture by using its own light source, the 

light-emitting diode matrix, to illuminate the tops of the fingers. An upside-down image is generated with 

dark areas representing the reflection of the finger waves and lighter areas representing the less reflective 

areas of the light. The scanner takes a number of times for the same model to have a good database. Before 

starting the comparison bin When you take a new image for the purpose of the test, the processor makes sure 

that the image under examination has high accuracy by creating a perpendicular line on the hills with 

successive parts of very dark pixels and pixels very light. Then, if the image is clear and known, the 

processor moves to the comparison role by calculating all the pixels between the two fingers to a certain 

extent, which represents the degree of tolerance adopted in comparison. The decision is determined positively 

or negatively. The PIN definition of fingerprint module shown in Table 1. 
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Figure 1. Fingerprint optical module 

Table 1. The PIN definition of fingerprint module 
No Name of pin Description 

1 Power supply (+ve) The main positive sources of power 

2 Module (Tx) 
The output of circuit used with 

impedance around 10K Ohm. 
3 Module (Rx) The input voltage with 7V 

4 Power supply (-ve) 
The negative terminal of source 

power 
 

 

 

2.4.  Lock door system 

Here we attached a servo motor as shown in Figure 2, to act as a lock door gate. There are many 

types of Servo these depend upon the shapes and sizes. The electrical connection of the model which used in 

this work has there wires, the wires used for positive voltage, ground and last used in position setting.  

 

 

 
 

Figure 2. Servo motor 

 

 

The combination of DC motor, position control system, and gears are represents a servo motor. The 

control electronics apply the adjustment of position of the shaft in the DC, this process is done by duty ratio 

of the PWM signal. 

 

2.5.   Circuit explanation 

The schematic circuit diagram of lock gate system contains fingerprint module with Arduino 

microcontroller which controls whole the process of the project, push button, and LCD as shown in Figure 3. 

Arduino controls the complete processes. The connection of the practical model of Arduino in this work can 

be description by explain the connection of mean point with pins of board, where D14(ENROL), D15(DEL), 

D16(UP) and D17(DOWN) while the Yellow LED will connect to D6 of the board as a digital pin, and the 

this with respect resistance 1K Ohm and Green LED is connected to D6. In this connection  

Rx and Tx which represent the Finger Print Module’s directly connected at Digital pin D2 and D3 of 

Arduino. The Finger Print Module’s need 5V as power supply will taken from Arduino board and Servo 

motor is also connected to PWM pin D5 of Arduino. A 16x2 LCD has RS, EN, D4, D5, D6, and D7 represent 

the configured in 4-bit mode and the connection at Digital pin D13, D12, D11, D10, D9, and D8 of Arduino. 
 
 

 
 

Figure 3. The schematic circuit diagram of lock gate system system 
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2.6.  The flow chart of the software developed 

The flow charts of the program written in our fingerprint detection system can be divided into three 

mainly parts as shown in Figure 4:  

a) Check serial connection between the fingerprint module and Arduino board. 

b) The Enrolment/Registration stage 

c) The Authentication/Verifying stag.  

According to the program flow charts, the software that drives the microcontroller was done using 

open-source Arduino software. The coding was segmented into various modules; first, the module that 

interface the fingerprint scanner with Arduino board and also drives the LCD screen; next is the module that 

controls the fingerprint scanner, which instructs the scanner to register users and allows to compare the 

entered finger print with pre-stored fingerprints.  

 

 

 
 

(a) 

 

 

(b) 

 
(c) 

 

Figure 4. The flowchart of fingerprint detection system (a) check serial connection,  

(b) enrolment, (c) authentication 
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3. TESTS, RESULTS AND DISCUSSION 

At the beginning of the system, a statement appears on the LCD asking to press the two Up / Down 

keys to begin the matching process and verify the ID, as in Figure 5(a). When pressing the Up / Down key, the 

fingerprint sensor will be ready to take a picture of the finger and match it with the stored fingerprint. In this 

case the sensitive fingerprint has five attempts to take the picture if there is no finger to return to the beginning. 

After the fingerprint sensor takes the fingerprint image and processes it then matches it with the 

fingerprint templates stored in its database, if the fingerprint is pre-stored, the matching process will succeed 

and the servomotor moves 180 degree, and a sentence on the LCD shows "Open Gate Allowed" as shown in 

Figure 5(b). If the fingerprint is not stored, the matching process will be displayed and a sentence on the LCD 

will appear "Finger not found". Figure 5(c) shows the process of storing the fingerprint using the Enroll 

button, selecting the storage location from 0 to 25 locations. Figure 5(d) shows state of deleting fingerprint 

and Select the fingerprint location to delete. 
 

 

  
(a) 

 

 

(b) 

  
(c) (d) 

 

Figure 5. Lock gate system (a) starting system (b) match (c) enrolling (d) deleting 

 
 

A Lock Gate Systems based Fingerprint with microcontroller are comfortable locking systems that 

open with just the touch of authorized user’s finger; can increased use in current time, as having features:  

a) High capacity of the fingerprint library, with ability of change the capacity of used Flash EEPROM. 

b) Acceptable security level. 

c) The system can use to verify persons as well as to store attendance time and date. 

 

 

4. CONCLUSION 

In the industrial fields, the security aspects are sought in a very large and high degree of importance. 

Therefore, there are many theoretical and practical researches in this aspect. The most important things 

obtained in this research are the high accuracy with the high speed of implementation of the requirements 

such as control of lock performance and regularly. Accurate and high resolution detection of foreign 

fingerprints with the possibility to program dozens of fingerprints in the same model. 

Through the practical experience of the designer system can be considered as an industrial model 

and for several applications such as control of the entry of reservoirs in banks, laboratories and important 

meeting rooms. The accuracy and feasibility of using the optical sensor have been proven to provide the 

required fingerprint data with a high degree of accuracy. There is a possibility to develop this system through 

several things, such as expanding the work to take a picture of the human eye instead of a fingerprint or a 

picture of the human face to facilitate the process of entry and exit from the gates. 
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